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Sifrovani e-mailovych zprav pomoci PGP
v aplikacich MS Outlook a Mozilla Thunderbird
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Tento dokument predstavuje jednoduchy ilustrativni navod pro
realizaci Sifrované e-mailové komunikace s tymem CSIRT SZ
Spravy zeleznic, statni organizace. Prezentuje Sifrovani,
desifrovani a podepisovani e-mailovych zprav pomoci PGP
klicového paru s vyuzitim dvou nejpouzivanéjsich aplikaci MS
Outlook a Mozilla Thunderbird.

Pro Sifrovani, desifrovani a digitalni podepisovani e-mailovych zprav vyuziva tym
CSIRT SZ PGP klice zalozené na algoritmu RSA (4096 b).

Algoritmus RSA patfi mezi asymetrické sifrovaci algoritmy, jejichz principem je existence
dvojice vzajemné matematicky provazanych kli¢d (verfejny a soukromy kli¢). Vefejny klic¢
slouzi k sifrovani a jeho vystupem je zasifrovana zprava, kterou je mozné desifrovat
pouze pomoci odpovidajiciho soukromého klice (viz nasledujici obrazek). Soukromy kli¢
je soucasné urcen k podepisovani zprav, ¢imz je zarucena jejich autenticita.
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Podrobnéjsi informace o algoritmu RSA najdete napfiklad zde.

Sifrované e-mailové zpravy je vhodné pouzit v pfipadé, Ze odesilatel si pieje zasilat
informace citlivého charakteru a nechce, aby k nim mél pristup nékdo jiny nez
osoba, které je zprava urcena. Zde na webovych strankdch CSIRT SZ je umistén verejny
kli¢, ktery je urcen jak pro béZznou komunikaci s nasim tymem, a to na e-mailovou adresu


http://www.algoritmy.net/article/4033/RSA
https://www.spravazeleznic.cz/soc/publickey.txt

soc@spravazeleznic.cz, tak vereiny PGP kli¢ slouZi i pro hlaseni incidentd, citlivych dat a
informaci na e-mailovou adresu soc@spravazeleznic.cz.

Poznamka
Pro ilustrativni pfiklad byl vyuzit verejny PGP kli¢ Narodniho centra kybernetické bezpecnosti.

Instalace PGP pro MS Outlook

Jednou moznosti, jak Sifrovat pomoci PGP v aplikaci MS Outlook, je instalace balicku GPG4Win
s prilozenym pluginem GpgOL. GPG4Win je mozné stahnout zde. Balicek obsahuje nasledujici
aplikace (tu¢né jsou vyznaceny aplikace a pluginy, které je potieba urcité nainstalovat):

¢ GnuPG - Sifrovaci nastroj
¢ Kleopatra - spravce kli¢d pro OpenPGP a X.509 (S/MIME)
e GPA - alternativni spravce kli¢t
- e GpgEX - plugin pro Microsoft Explorer
e GpgOL - plugin pro MS Outlook 2010/2013/2016 (32 i 64 bit verze)
e Compendium - dokumentace v angli¢tiné a némciné

Dalsi moznosti je Sifrovat a podepisovat (resp. desifrovat a ovérovat) soubory v externi
aplikaci (napriklad Kleopatra), a ty pak pfipojit jako pfilohu nesifrovaného e-mailu.
Po nainstalovani potrebnych pluginG a aplikaci z balicku GPG4Win spustte aplikaci

Kleopatra. V pfipadg, Ze jiz mate svij PGP kli¢, mizete nasledujici krok ,Vytvoreni vlastniho
PGP certifikatu , preskodit.

Vytvoreni viastniho PGP certifikatu v aplikaci Kleopatra

Pro vytvoFeni vlastniho PGP certifikatu (vefejného a soukromého PGP kli¢e) mizete zvolit
nasledujici postup: ,, File" -> ,,New certificate...".

. ™ Kleopatra - m|
File  View Certificates  Teols Sethngs  Window  Help
§ B NewKey Pair.. Cirl+N || = = 0, &
o <P e S Cirl+ Shift= | port...  Cerify... Lookupon Server...  Notepad
- B2 Import.. Ctel+]

Welcome to Kleopatra 3.1.3-gpg4win-3.1.3

Ecport... Cwl+E Kleopatra s a front-end for the erypto software GoPG.
Export Secret Keys.. For most actions you need either a public key {cariificate) ar your own private key.
& Print Secret Key...
. B ~ - * The private key is needed to decrypt or sign.
Publish on Server... trl+Shift+E * The public key can be used by others to verify your identity ar encrypt to you,
[ Decrypt/Verify, *You can learn more about this on Wikipeda.

La  Sign/Encrypt..

Sign/Encrypt Folder.. IEJ_ Ii_li

Create Checksum Files...

MNew Key Pair Import
Venfy Checksum Files,.,
Clese Crl+ W
E Quit Ctrl+0
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Nasledné zvolite ,,Create a personal OpenPGP key pair" a v dalsim okné vyplnite odpovidajici
udaje.

Key Pair Creation Wizard

Choose Format

Please choose which type you want to create.

—> Create a personal OpenPGP key pair
OpenPGP key pairs are certified by confirming the fingerprint of the public key.

—> Create a personal X.509 key pair and certification request
X.509 key pairs are certified by a certification authority (CA). The generated
request needs to be sent to a CA to finalize creation.

Mext Cancgl

=
X

€ Key Pair Creation Wizard

Enter Details

Please enter your personal details below. If you want more control over the parameters, dick on

the Advanced Settings button.
Mame: IJméno Pijmeni I (optional)
— EMail; imarni_e-mail @domena.cz I (optional)

Jméno Pfijmeni <primarni_e-mail @domena.cz>

Iédvanr:ed Settings...

T

Posléze stisknéte tlacitko ,Advanced Setting...".
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Zvyste hodnotu RSA na 4096 bits, piipadné mizete podle potfeby nastavit délku platnosti klice.
Potvrdite stisknutim ,,OK™ a pokracujte v okné Enter Details stiskem ,,Next".

™ Advanced Settings - Kleopatra ? X
Technical Details
Key Material
@ RsA 4096 bits v
+RSA 4096 bits v
() DsA 2048 bits (default)

+ Elgamal | 2048 bits (default)
(O ECDSA/EDSA ed25512

+ ECDH cv25519

Certificate Usage

El Signing Certification
Encryption [] authentication
[~ valid until: | 13/06/2021 v
oK Cancel

Zkontrolujte zadané parametry a stiskem ,Create" zacCnéte generovat samotné klice.
V prib&hu budete vyzvani k zadani a potvrzeni hesla, které slou?i jako autentizace
vlastnika certifikatu, ¢imZ se chranite pfed jeho pFipadnym odcizenim. PFi tvorbé
bezpecného hesla je vhodné aplikovat pravidla best-practices. Jak na bezpecné
heslo se mliZzete podivat i zde.


https://www.interval.cz/clanky/zasady-pro-bezpecne-nakladani-s-hesly/#11-bezpecnostnich-zasad
https://www.youtube.com/watch?v=V_ysrD_r-6E
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€ Key Pair Creation Wizard

Review Parameters

Please review the parameters before proceeding.

Subkey Type:  RSA

Subkey Usage:
Valid Until:

Encrypt

Subkey Strength: 4096 bits

Mame: Jméno Piijmeni

Email Address:  primarni_g-mail @domena.cz
Key Type: RSA

Key Strength: 4096 bits

Usage: Encrypt, Sign

13 June 2021

Show all details

I Create

7 pinentry-qt — X
Please enter the passphrase to
~ protect your new key
Q Passphrase: |uutu~u~ou T ‘
‘ —= ‘ Repeat: |nnnnn-----ttl ‘
Qusty:

oK Cancel




X

Key Pair Creation Wizard

Key Pair Successfully Created

Your new key pair was created successfully. Please find details on the result and some
suggested next steps below.

Result

Key pair created successfully,
Fingerprint: 22E89E6SD9FDAB2ECE58ED 1232880FACADYS1E4AD

Next Steps

| Make a Backup Of Your Key Pair...

| Send Public Key By EMail...

| Upload Public Key To Directory Service...

I Einish ” Cancel

Po dokoné&eni procesu generovani pard kli¢d mate nékolik moznosti, jak si je ulozit
a stisknéte tladitko ,,Finish™.

(ry | Kleopatra — O X
File View Certificates Tools Settings Window Help
d fa R = S Q &
SignfEnaypt... Decypt/Verify... Impert.. Export... Certify... LookuponServer... Notepad
|Searm.. A+ > | All Certificates v | 1
I3 AlCertificates My Certificates o
Name E-Mail User-1Ds Valid From Valid Until Key-1D

Jestlize jste zadali vSsechno spravné, mél by se v programu Kleopatra objevit
Vas nové vytvoreny klicovy par, obsahujici soukromy a verejny klic.
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Import PGP certifikatli do aplikace Kleopatra

Jste-li jiz majitelem vlastniho paru PGP kli¢li, mizete je jednodude naimportovat , File"
-> ,Import...". Dale je potfeba naimportovat verejny PGP kli¢ pFijemce, kterym je v nasem
pitipadé CSIRT SZ. Tyto verejné klice Ize stahnout na nasich webovych strankach
www.spravazeleznic.cz, viz vyse.

™ Kleopatra - O XK
Fle View Certificates Tools Settings Window Help
0 i = |= = Q 2

Sign/Encrypt... DecayptfNVerify... [ Import... §Export... Certify... Lookup onServer.., MNotepad

Import a certificate from a file |

|‘Jr:.:u'c"|... <AlE+Q | All Certificates v @7
- (7 alcertificates My Certificates o
Name E-Mail User-IDs Valid From Valid Until Key-ID

Jméno Pfijmeni primarni_e-mail@domena.cz certified 13/06/2019  13/06/2021 8288 DFAC AD91 E4AD

Pro import vefejného kli¢e pFijemce se postupuje obdobné, zvolite ,, File" -> ,, Import...",
nebo kliknéte na stejnojmennou ikonku pod hlavnim menu aplikace a vyberete pfislusné soubory.
Potvrdte stisknutim ,OtevFit". Nakonec v malém okné Certificate Import Resolution
stisknéte ,,OK".

™ Select Certificate File

“— v A4 “ 5 ThisPC » Documents » PGP v O Search PGP yol
Organize » New folder B 0 @
~

s Quick access

I Desktop - n" n’~
%] Documents A A
% Downloads é é
=] Pictures o cert.incident_pub cert_pub.asc
* PGP -asc
@& OneDrive v
File name: | "cert_pub.asc" "certiincident_pub.asc” V‘ Certificates (*.asc *.cer *.cert ".c ~
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™ Certificate Import Resul...  ? X

Totals
Total number processed: 2
Imported: 2

-

0 Detailed results of certificate import:

™ Kleopatra - O X
File View Certificates Tools Settings Window Help

E L(l L =3 B2 Q f
Sign/Enaypt... DeayptNVerify... Import... Export... Certify... LookuponServer... Notepad

[search... <Alt+Q> | Al Certificates vl @
,ﬁ All Certificates My Certificates Imported Certificates F
Name E-Mail User-IDs  Valid From  Valid Until Key-ID
Government CERT... cert.incident@nukib.cz not certifi... 31/07/2017 30/07/2023 43A1 3897 D2A1 C881
Government CERT... cert@nukib.cz not certifi... 31/07/2017 30/07/2023 4405 4AC1 A573 37A6

V tuto chvili byste méli mit v aplikaci Kleopatra v poiradku naimportovany
verejné klice.
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Kontrola PGP certifikatd

Po importovani potfebného PGP klice (viz pfilozeny obrazek) je potfeba zkontrolovat otisk
klice neboli ,fingerprint". Toto ovéfeni se provede kliknutim pravym tlacitkem na

prislusny certifikat a kliknutim na polozku ,,Details".

™ Kleopatra
File View Certificates Tools Settings Window Help
L fa &= = 5 Q

SignfEnaypt... Deaypt/Verify...

|i-~:-arc'- o SAlEHD
= All Certificates Imported Certificates

Name E-Mail

My Certificates

User-1D=

not certifi.., 31/07/2017
not certifi... 31/07/2017

Government CERT... cert.incident@nukib.cz
Government CERT... cert@nukib.cz

Import... Export... Certify... Lookup on Server...

Valid From

V poli ., fingerprint" by se mély nachazet tyto hodnoty:

E1A5 18B9 95FB 2E00 2727 9566 D7DD CFAA 3C5D 46E1

- ] X
Notepad
| All Certificates L F]
o
Valid Until Key-ID
30!!’\"!'"’\1" ATTAT DONT MDA SO0
30 B Certify...
Trust Root Certificate
Distrust Root Certificate
Change Certification Trust...
Change Expiry Date...
Change Passphrase...
Add User-1D...
T Delete
= Export..
&= Export Secret Keys...
= Print Secret Key...
#3  Publish on Server...
| Details |

pro e-mail soc@spravazeleznic.cz



mailto:soc@spravazeleznic.cz

™ Certificate Details - Kleopatra

? X
You can use this certificate to secure communication with the following email addresses:
Email MName Trust Level
cert.incident@nukib.cz Government CERT Incident CZE (R... unknown
Certificate Details

valid from: 31/07/2017
Expires: 30/07/2023

Pokud tyto hodnoty souhlasi, okno zavrete stiskem tlacitka ,, Close".

10/36




11/36

Nastaveni diivéryhodnosti certifikatd

Po ovéfeni je nutné nastavit u certifikitu dévéryhodnost. To provedete tak, Zze pravym
tlac¢itkem mysi kliknete na kazdy jednotlivy certifikat a nastavime parametr ,,Change
Certification Trust" na patFiénou hodnotu. Pokud certifikdtu ddvéfujete, nastavte Groven
dAvéry na ,full trust", tedy , I believe checks are very accurate". Nasledné dvakrat
potvrd'te stiskem na tlacitka ,,OK".

™ Kleopatra — a X

File View Certificates Tools Settings Window Help

! s = a= &= Q &
Sign/Encrypt... Decypt/MVerify... Import... Export... Certify... Lookupon Server... Notepad

|bearcl' s <At = | All Certificates ¥
(3| Al Certificates Imported Certificates Imported Certificates Imported Certificates (]
Name E-Mail User-IDs  Valid From Valid Until  Details Key-1D
Government CERT ... certincident@nukib.cz not certified 31.07.2017 30077M3  An~alER 4281 2007 NOAT CBBY
Government CERT ... cert@nukib.cz not certified 31.07.2017 30 E¥ Certify... 3786

Trust Root Certificate
Distrust Root Certificate

| Change Certification Trust... |

Change Expiry Date...
Change Passphrase...
Add User-1D...

TT Delete

ES  Export..
Export Secret Keys...
(= Print Secret Key...

— |

% Publish on Server...

[ Details -




™ Change Trust Level of Government CERT Incident CZE (Reporting channel for...  ? X

How much do you trust certifications made by Government CERT Incident CZE (Reporting
channel for NSCS CZE) (D2A1C881) to correctly verify authenticity of certificates?

(O 1do not know (unknown trust)

Choase this if you have no opinion about the trustwarthyness of the centificate’s owner,
Certifications at this trust level are ignored when checking the validity of OpenPGP centificates,

(O 1do NOT trust them (never trust)

Choose this if you explicithy do mor trust the cartificate owner, e,g, because you have knowdedge of him certifying
without checking or without the certificate owner’s consent,
Centifications 2t this trust level are ignored when checking the validity of OpenPGP centificates,

(O 1believe checks are casual (marginal trust)
- Choose this # you trust certifications are not done blindhy, but not very accuratly, either,
Certificates will only become valid with multiple Letrﬁcataons {typically three) at this trust level, This 5 ususlly 2
good choice,
(®) 1believe checks are very accurate (Al trust)

Choose this f you trust certifications are done very accurately,
Cartificates will become valid with just 2 single certification at this trust level, 5o assign this much trust with care,

This is my certificate (Utmate trust)
Choose this if and only if this & your cartificate, This is the defaul if the sacret key is available, but  you imported

this centificate, you might need to adjust the trust level yourself,
Centificates will become valid with just = single certification at this trust level,

™ Certification Trust Change ...  ? X

“ Certification trust changed successfully.

OK

Aplikaci Kleopatra Ize nyni vypnout.
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Nastaveni kédovani pro odesilané zpravy

Nyni jesté zbyva v aplikaci MS Outlook nastavit spravné kédovani e-mailu pro korektni
zobrazeni, které provedete nasledovné: v zdlozce ,Soubor" zvolte polozku ,MoZnosti"
a v této vyberte zalozku ,,UpFesnit".

COutloak Dnes - Outlook

©

P Informace o Uctu

Oteviit a T, . . A L
ST Meni dostupny Zadny Ocet. Choete-li povalit dalii funkee, pridejte e-mailovy Ocet,
o= Pridat (et
|T| Nastaven uctu
L] UmaoZhujezmeénit nastaveni tohoto uétu nebo nastavit daléi piipajent.
Mastaveni
uétu~
o = Vycisténi pastovni schranky
Uéet Office g MiZete spravovat velikost poStowni schrinky vyprizdnénim odstranérgch
Nistroje pro polaZek a provedenim archivace
MoZnosti cigteni -
Konec D:: Pomalé a zakazang dopliky modelu COM
% Umecziuje spravovat dopliky modelu COM, které zpdsobuji problémy s

Spravovat dopliiky Cutlookern.
modeiu COM

V zdlozce ,UpfFesnit" je v Casti ,Mezindarodni moZnosti® nutno zménit polozku
~UpFednostriované kédovani pro odesilané zpravy". Zde nastavte hodnotu ,Unicode
- (UTF-8)".
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WMaznesti aplikace Outlook

Dbecné
Poita
Kalendar
Lide
Uleohy
Hledani
lazyk
Lo ]
PFIZPCI!Ubi‘t pas karet

Panel nastroji Rychly piistup
Deplfiky

Centrum zabezpedenl

Posilani a prijimani
% Mastaveni odesildni a piijiméni pro pfichozia odchozipoloZcy
|+#| Pfispojeni odesilat okamiité
pal
Vijwajaii

;_—{} Kenfigurace upfesfiujicich moZnosti vastnich fermulafd

[] Zobrazovat chyby v uZivatelském rozhrani doplikd
Mezindrodni moZnosti

ﬁg [] Pouiivat anglictinu pro popisky priznaku Zoravy

[ Pouiivat v zéhlavi zprav anglictinu pro ozndmeni © cdpovédich a peposlanych zpravach

|v| Autornaticky wwhirat kddovani odesilanyich zprav

Cideslat a piijmout,.

Vlastni formulafe..

Uprednestnované kodovani pro odesilang zprawy: Unicode (LTF-B)

[v Automaticky vyhbirat kidovani odesilanych vizitek vCard

Upfednastiiované kidovini pro adesilané vizitky (vCard): | Stiedoevropske jazyky [Windows)

¥ Povelit v e-mailovich adresach mezindrodni ndzvy domen

[#] Povelit podporu kédovant UTE-8 pro protoksl mailtoe:

Zobrazeni
@ [] Zakézat hardwarovou akceleraci grafiky

Jine

Mastavit kategerii pro Rychlg kliknuti: | Rychlé kliknuti...

|| PFed trealyrn odstranénim poloZek vyzpvat k poterzeni

[+ Povelit analjzu edeslanych e-maild k identifikaci osob, ktenjm béing 1aslite e-maily, a témat, o ktenjch béind

[ oc J stomo




Sifrovani e-mailové zpravy v MS Outlook

Zpasob Sifrovani e-mailu v aplikaci MS Outlook je pak nasledujici: v zaloZzce ,,Dom™ zvolte
polozku ,Novy e-mail", do kterého vyplite standardni GUdaje jako e-mailovou adresu
pFijemce, predmét a obsah zpravy. Pro obousmérnou sifrovanou komunikaci vlozite do
pfilohy sv(j veFejny PGP kli€. To provedete bud v zaloZce ,Zprdva" -> ,Zahrnout" ->
~PFipojit Soubor" a vyberete soubor s vefejnym klicem. MoZnost podepisovat Ci Sifrovat
zpravy Ize zvolit v zadlozce ,,GpgOL", kde volbou ,,Sign" odchozi zpravu podepisete a volbou
~Encrypt" zasifrujete.

- Predmét Sifrovane zprévy - Zpréva (HTML)

Zprava VInZeni WloZnosti Formatovan textu Revize 'i} Feknéte mi, co cheete udélat. .
— jmio . v = — =1 et [ - -
- Viyjmout Cabizib =11 <& A = ei=. B [EE) ‘&\&3 w [i 2-. |* Zoracovat e
—— Kopirovat eI | e ! Vysokd diilefitost e
il R T U 3. . | === &= 3= res antrola ipajit pojit Podpis o cLe
- ¥ Kopirovat format - A= =EE jmen  souber- polodkut - W Nizké dilezitost o
Schranka ] Zakladni text D Iména Tahmout Inadky ¥ sign
Enc
Komu... cerbincident@nukib.cz
Kopie...
Foslat
Piedmét Przdmét Sifravané zpravy

Text Sifrované zprd u')l

==v

Nyni je jiz mozZzno e-mail odeslat. Pokud byla zvolena moznost ,,Sign", bude pfed jeho
odeslanim pozadano o zadani hesla od Vaseho soukromého klice. V pfripadé, Ze databaze
v aplikaci Kleopatra neobsahuje verejny kli¢ odpovidajici e-mailové adrese pfijemce, budete pred
odeslanim vyzvani k vybéru odpovidajiciho klice.
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Instalace PGP pro Mozilla Thunderbird

Pro funkc¢ni Sifrovani e-mailové komunikace pomoci PGP je nezbytné nainstalovat
e-mailového klienta Mozilla Thunderbird a provést nastaveni svého e-mailového Uctu,
ze kterého budete odesilat Sifrované e-maily. Dale je jesté potfeba nainstalovat aplikaci
GnuPG (napfiklad z balicku GPG4Win - viz vyse) a v Mozilla Thunderbird plugin Enigmail.
Druhy zmifiovany doplnék nainstalujete naslednym zplisobem: piejdéte do , Tools" ->
~Add-ons" -> , Extensions" (Nastroje -> Doplriky -> RozSifeni) a zde dejte vyhledat plugin
Enigmail. Tento plugin nainstalujte a restartujte e-mailového klienta.

Po restartu se v listé s menu Mozilla Thunderbird objevi polozka , Enigmail”. Tu
rozkliknéte a v polozce ,,Preferences" (Predvolby...) v zalozce ,Basic" (Zakladni) zkontrolujte,
zda se nastavila spravna cesta k mistu, kam jste nainstalovali aplikaci GnuPG.

]

[Eile Edit View Go Message Eventsand Tasks Enigmail Tools Help - o %
™) Inbox Setup Wizard l ® B
Dec to folder >
Q’GecMessages v swrite v O] chat 43_ Kais [Quick Filter Q, Search <O+ K> =
| Key Management ¢
e T [se ’ R un Edit Per-RecipientRules RO Tags (1] Attechment Q Filter these m I+ Shifta K
# Inbox
s 3 erenc
~ M Local Folders *i0 SM o*{ Fiom
2 Trash Help
About Enigmail
#, Outbox bout Enigrai

by

Welcome to

Thunderbird

@ Donate to Thunderbird

Whyv we n \NAar 1S
Tnunderbird IS the Ieadlng open source, cress- W h> 44 reed gonatlons

platform email and calendaring client, free for Thunderbird is no longer funded by Mozilla.
business and personal use. We want it to stay Fortunately there is an active community keeping it
secure and become even berter. A donation will running and developing it further. But to survive
allow 11z tn hire davelaners nav far infrastrirnira Inng tarm the nraipct needs funding

Unreac: 0 Total:D  [13) Today Pane A




Enigrmail Pr=ferences *

Basic Sending Transfer Settings
Basic Settings

Files and Directories
GnuPG was found i CA\Program Files (B8 GnuP Gibin\gpg.exe

[ owerride with C:Program Files (86)\GnuPGhb Browze..

Passphrase Timeout

Femember passphrase for | 5 E ‘ minutes of inactivity (before needing to re-enter it

[(JMever ask forary passphrase

Dizplay Bepert Settings and benus
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Reset
Pokud zde neni uvedena Zzadna cesta, nebo je uvedena nespravna cesta
instalace aplikace, je nutno ji spravné doplnit ¢i opravit.
Nyni v menu ,,Enigmail™ zvolte piedposledni polozku ,,Setup Wizard" (Priivodce nastavenim)
Fie Edit View Go Messsge Eventsand Tasks Tool: Help ~
™) Inbox Wizard ﬁ E
D fold
— [ GezMessages v /' write v O Chat .é et z Quick Filter Q, search <Ctrl+ K> =
- - - - Key Management  F - -
vﬁ;‘,‘pllm_e-rlall@domem.cz R | & un Edit Per-Recipient Rules P Tags ()] Attachment Q Filter these messages < Ctrls Shifts K>
& Inb
v; lor;’ox 't oAl Su Breferences e From @ Dat= - B
2 Trash Hdp .
L Outhox About Enigmail
\
i Welcome to
@ Dornate to Thunderbird
Thunderbird Is the leading open source, €ross- Why we need donations
platform emall and calendaring client, free for Thunderbird is no longer funded by Mozilla.
business and personal use. We want it to stay Fortunately there is an active community keeping it
secure and become even better. A donation will running and developing it further. But to survive
Allnw ns tn hire davalonars nav for infrastriirnira Inng tarm tha nraiact neads funding %




V nasledujicim kroku zvolte polozku ,, I prefer an extended configuration", tedy rozsirené

rv O

nastaveni, které nam umozni volbu existujicich klicu, ¢i vytvoreni novych. Potvrd'te stiskem
~Next" (Dalsi).

) Enigmail Setup Wizard - O

How would you like to Configure Enigmail?

Would you like to setup Enigmail manually, or do you need assistance in the setup process?

(O) | prefer a standard configuration (recommended for beginners)

I@'I prefer an extended configuration (recommended for advanced users) I

()| prefer a manual configuration (recommended for experts)

(O | want to import my settings from a previous installation

< Back Next = Cancel
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Dale je potfeba zvolit, pro které Vase e-mailové Géty chcete pouzivani PGP certifikatt
nastavit. Pokud pouzivate vice Uétd, Ize vybrat, se kterymi konkrétnimi identitami bude Enigmail
pracovat. V pripadé, Ze pouzivate pouze jeden, nebo chcete pravidla nastavit pro vSechny
e-mailové ucty, vyberte prvni polozku ,I would like to enable Enigmail for all my
accounts / identities". Potvrd'te stiskem ,,Next".

) Enigmail Setup Wizard - a X

Select Identities

Select the accounts or identities you want Enigmail to work with

Would you like to set up Enigmail for all your email accounts / identities?

I@I would like to enable Enigmail for all my accounts / identities I

(O) I would like to enable Enigmail only for the following identities:

Jméno Prijmeni <primarni_e-mail@domena.cz> - primarni_e-mail@domena.cz
J E j E

Note: Enigmail will always verify signatures on emails for every account or identity, regardless of whether it is
enabled or not

< Back Next > Cancel

Nyni budete mit v dialogovém okné moznost zvolit, zda chcete vytvofit novy par kliéd,

v pfipadé, ze jesté zadny nemate, nebo naimportovat jiz existujici (v tom pripadé preskocte,
prosim, nasledujici sekci na ¢ast Import PGP certifikatd).
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Vytvoreni vlastniho PGP certifikatu

Pokud jesté nemate vlastni par kliéi, zvolte polozku ,I want to create a new key pair for
signing and encrypting my email™ (Preji si vytvoFit novy par kili¢i pro podepisovani a sifrovani
zprav) a potvrd'te stiskem ,Next".

0 Enigmail Setup Wizard

Key Selection
Create A Key To Sign And Encrypt Email

We have detected that you already have an OpenPGP key. You can either use one of your existing keys, or create a
new key pair.

(O | want to select one of the keys below for signing and encrypting my email:

Account / User ID Key ID Created ®
Jméno Piijmeni <primarni_e-mail@domena.cz>

(® | want to create a new key pair for signing and encrypting my email I

< Back Next > Cancel




V dalsim kroku musite pro vybrany par klié¢t zvolit heslo do pfislusnych poli a potvrdit
stiskem na ,,Dal$i*. P¥i tvorbé bezpecného hesla je vhodné aplikovat pravidla best-
practices. Vygenerovani silného a bezpec¢ného hesla si mlizete vyzkouset zde.

C" Enigmail Setup Wizard - O x

Create Key

Create a new Key Pair
This dialog will create a pair of keys:

Your public key is for others to send you encrypted emails. You can distribute it to everybody.
Your secret key is for you to decrypt these emails and to send signed emails. You should give it to nobody.

Your passphrase is a password to protect your secret key. It prevents misuse of your secret key. The passphrase
should contain several words and at least 8 characters, digits and punctuation marks. Umlauts (e.qg. §, € f) and
language-specific characters are not recommended.

Account / User ID:
Jméno Prijmeni <primarni_e-mail@domena.cz> - primarni_e-mail@domena.cz v

Passphrase

Please confirm your passphrase by typing it again

Passphrase quality:
|

Remember passphrase for 5% | minutes of inactivity (before needing to re-enter it) >

< Back Mext = Cancel
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https://www.interval.cz/clanky/zasady-pro-bezpecne-nakladani-s-hesly/#11-bezpecnostnich-zasad
https://www.interval.cz/clanky/zasady-pro-bezpecne-nakladani-s-hesly/#11-bezpecnostnich-zasad
https://www.eset.com/cz/generator-hesel/
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Rozbé&hne se proces generovani kli¢li, jehoz rychlost (entropii) Ize podpofit stisknutim
libovolnych klaves, ¢i manipulaci s jinymi aplikacemi.

€9 Enigmail Setup Wizard - O x

Key Creation

Your key is now being generated

NOTE: Key generation may take up to several minutes to complete. Do not exit the application while key
generation is in progress, Actively browsing or performing disk-intensive operations during key generation will
replenish the ‘randomness pool' and speed-up the process. You will be alerted when key generation is
completed.

< Back Next = Cancel

Posléze jste vyzvani, abyste vytvorili revokacni certifikat, ktery slouzi k zneplatnéni Vaseho
klice v pFipadé, Ze dojde k jeho ztraté ¢i kompromitaci. Stisknéte ,,Create Revocation
Certificate™.




C') Enigmail Setup Wizard - O X

Revocation Certificate Creation

You can now create your revocation certificate

In case your secret key gets lost or compromised, you might need to revoke your public key such that others
don't continue to use your old key. For this purpose, you need a revocation certificate.

You will be prompted to enter your password for this. Please transfer the certificate to a medium which can be
stored away safely such as a CD or USB stick. If somebody gains access to this certificate they can use it to
render your key unusable.

Create Revocation Certificate

< Back Mext > Cancel

Dale jste vyzvani, abyste zadali heslo, které jste zvolili v predchozim kroku a vzapéti k ulozeni
revokacniho certifikatu.

§ pinentry-qt - X

Please enter the passphrase to unlock the OpenPGP secret key:
; "Jméno Prijmeni <primarni_e-mail@domena.cz>"

— ( 4096-bit RSA key, ID S0BB236AA455D923,

created 2019-06-13.

Passphrase: |(eeessssssssee (CN

=1/ o

V pribé&hu ukladani revokaéniho certifikdtu vyberte vhodnou lokaci, kde jej v piipadé potreby
snadno dohledate a potvrd’te stiskem ,,UloZit".

Nasledné se zobrazi upozornéni na bezpecné uloZeni revokacniho certifikatu, které je
potfeba potvrdit stiskem na ,, OK™".
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Enigmail Information by

The revocation certificate has been successfully created. You can use it to invalidate your public key,
e.g. in case you would lose your secret key.

Close

Po potvrzeni upozornéni pokralujte stisknutim ,Next" (Dalsi) v okné Prlivodce nastavenim
Enigmail a potvrdte jeho dokonceni.
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Import viastniho PGP certifikatu

Pokud jiz vlastnite svj par kliéG, mizZete jej do Enigmail naimportovat. V Privodci
nastavenim Enigmail zvolte druhou moznost ,,I have existing public and secret keys that
I would like to import" (Mam vytvorfeny par verfejného a soukromého klice a chci jej

importovat). Potvrdte ,,Next“ (Dalsi).

™) Enigmail Setup Wizard O X
Create or Import OpenPGP Keys
You don't seem to have any OpenPGP keys yet. Would you like to create a new key, or do you want to import keys
from a file?
(Ol want to create a new key pair for signing and encrypting my email
I @I have existing public and secret keys that | would like to import I
< Back Next > Cancel
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Nyni je tfeba do prislusnych poli zadat cestu k Vasemu veifejnému a soukromému klici.
Potvrdte ,,Next" (Dalsi).

™) Enigmail Setup Wizard - a X

Import OpenPGP Keys
Specify the files to import

Please specify the files containing the public and the secret keys to import. The entry for secret keys can be left
empty if the first file contains both secret and public keys,

Public key file | C:\..\vefejny klic.asc I Browse...

Secret key file I C:\..\soukromy klic.asc I Browse...

< Back MNext = Cancel
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L") Enigmail Setup Wizard

V dalSim kroku je tfeba oznacit polozku ,.I want to select one of the keys below for signing
and encrypting my emails™ (Preji si vybrat jeden z nize uvedenych kli¢G pro podepisovani a
Sifrovani svych zprav) a vybrat Vas importovany kli¢. Potvrd'te ,, Next".

Key Selection
Create A Key To Sign And Encrypt Email

We have detected that you already hawve an OpenPGP key. You can either use one of your existing keys, or create a

new kKey pair.
lglil want to select one of the keys below for siEninE and :ncr_',rptina rry ermaik I
Account  User 1D Key 1D Created =
Iménao Prijmeni < primami_e-mail@domena.cz> hCBREEDCSD... 07731719
(1| wantto create a new key pairfor signing and encrypting my email
|
< Back Mext > Cance
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™) Enigmail Setup Wizard — O =

Upload Public Key
Fublish your public key on the internet

Dale mate moznost zvolit, zda bude Vas vefejny kli¢ nahran na jeden z globalnich
server. Pokud si nejste jisti, nebo pokud nechcete sdilet svij vefejny kli¢ Uplné viem

uZivatellm internetu, neoznacujte zddnou moznost. Tuto volbu muZete uskutecnit kdykoliv
pozdéji.

Upload Public Key

Publishing your public key on the internst allows others to send you encrypted email without contacting you
first.

Upload to the keyserver of your email provider

[] Upload to the global OpenPGP keyservers

Uploading your key to the global OpenPGP key servers allows users of legacy email apps to send you encrypted
aor signed messages, Keep in mind that everybody can read everything uploaded to these key servers [think of it
like a phonebook). Do not upload your key if you want to keep the email address associated with it private,

Attach your public key

When enakled, your public key is automatically attached to your emails

[ Always attach my public key

< Back Mext = Cance
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Nasledné dokonéime nastaveni.

L") Enigmail Setup Wizand

Thank you

Enigmail is now ready to use.

Thark you for using Enigrmail.

For further information about using Enigmail please visit

https/ S www.enigmail.net/documentation/

< Back

Firish

Cance
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Import PGP certifikat prijemci

Nyni zbyvd naimportovat PGP kli¢e pFijemci, coz provedete nasledovné: ,Enigmail" ->
.Key management" (Sprava kli¢). Pokud Vam byly vefejné kli¢e zasldny e-mailem, nebo jste
je stahli z dlvéryhodného zdroje, pokralujte: ,,File™ -> ,,Import Keys from File" (Soubor ->

Importovat kli¢e ze souboru).

Fle [t Yew Go Mewage Fventiond Tk ERgmgl Toon Help SR,
) Inbox - titp @mt govenrnt 2 l etup Wasea . '
D folder
DOt Messages 2 Wite v O Chat St e Filber Q ¢ =) =
”""r* Lomlbdomenncs | qn | Ry T Per Becipiere Ruies Togs ) Attachment Q Filter thess messages « C o dnted
Inbce
B Local Folders R 2| Preferences * Frem L -8
Teash telp
% Outbos A__Aheu frigmal
-
Weicome to
@ Donate to Thunderblrd
neqj 'q

Thunderdird is the ieading open source, Cross- Why we need donations

platform email and calendanng dient. free for Thunderbird = no longer funded by Mozilla

business and personal use We want it to stay Fortunataly thers s an active community kaeping It

secure and become even better. A donation will running and developing i further But 1o survive

allewse 1=+ hire douslnrare nau fre frsstrarn s IARe torm the nentarct noade findine >
L] Uneeadk O Tatak © (5] Todey Pane A
) Enigmail Key Management = O X

File Edit View Keyserver Generate
] t Keys from File | | [/l Display All Keys by Default
Export Keys to File

» KeyID

A

Send Public Keys by Email
Compose Email to Selected Keys

Create Autocrypt Sctup Message
Manage SmartCard ...

Reload Key Cache

Close Ctrl+W
Exit
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V pfipadé, Zze znate jméno vlastnika ¢i organizace, se kterymi chcete Sifrované komunikovat,
Ize jejich veFejny kli¢ dohledat i na nékterém z keyserveri. Ve ,,Key Management" ->
.Keyserver" -> ,Search for Keys" (Sprva kli¢G -> Keyserver -> Hledat kli¢e) zadejte do
prislusné kolonky hledany vyraz (napf. ndzev organizace), vyberte vhodny keyserver a potvrd'te
~OK".

™) Enigmail Key Management - 0 4

'Eilz Edit View Keyserver Generate

Search for: I Refresh Selected Fublic Keys Cerl+R s by Default
Name I Ellr:h for Key: -
Upload Public Keys
Jméno Pijme : : 8601
Upload to your provider's VWeb Key Lhrectory
Refresh All Public Keys
— Eind keys for all contacts
Select Keyserver X

Search for key | cert@nukib.c

Keyserver |ke~_.rs.gn upg.net w

Example: 'Forename Surname <user@example.com>'

'Forename Surmame’ finds all keys that contain 'Forename’ OR "Surname’
'Forename+Surname' finds all keys that contain both 'Forename' AND "Surname'

‘example.com’ finds all keys that contain "example.com’, such as ‘example@example.com’

oK Cancel
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Posléze oznacte pozadované verejné klice, které ze serveru stahnete.

Download OpenPGR Keys

Found Eeys - Select to Import
S Account [/ User D

]

Created Key 1D )
Government CERT CZE [Communication channel with NCSC CZE) < cet@nukib.cz>

2017-07-31 FEOCO622EET..
| Government CERT Data CZE (MCSC CZE) < cert data@nuokib.cz» 2017-08-23  2EA13G30A5..
Governmert CERT Incident CZE [Reporting chennel for NC3C CZE) < certincddent@nukib.cz= 2007-07-31  3F2912FE999...
Select/Deselect all
DK Cancel
. SUCCESH Keys mported *
Gowernment CERT CZE [Commumication channel with NSO C7E) <cert@mukibierz  Govermment CERT Incident CZE (Reparting chanmel for NCSCCZE) <cert.incident@mkibce=
Bits Created Bits Created
ARE O7/3AT  (Details) 4006 037 | Dekals)
Finmgerprint Firsyerprint
FGOC 0632 EETS 53C9 JEESR F2y  12FE 9598 309 ABSE
EOFE 403 4ACT ANTZ 3TAR

DCIC 43A1 3307 D247 CEE]

=1
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Po naimportovani potfebnych kli¢t pfijemcl je potfeba tyto kliée nejprve podepsat
a nastavit jejich divéryhodnost. To se provede takto: pravym tladitkem mysi vyberte
prislusny PGP kli¢ a zvolte moznost ,,Sign Key" (Podepsat klic).

ﬂ Enigrnail Key Managerent — A 4

.Eile Edit View Keyserver Generate

Search for: | . Display All Keys by Default
Name = KeylD &
Government CERT CZE (Communication channel with MCSC CZE) - -- ===k - AANEAAEA RETIATARE

Copy Public Keys to Clipboard
Export Keys to File

Government CERT Incident CFE (Reporting channel for WCSC CFE)
Jméno Frijmeni <primarni_c-mail@domena.cz>
Send Public Keys by Email
Upload Public Keys to Keyserver
Refresh Public Keys From Keyserver
Upload to your provider's Web Key Directory
L__sign Key ]
Add to Per-Recipient Rule

Dizable Key
Delete Key

View Photo D
Key Propertizs

Vyberte svij vlastni kli¢, kterym budete vybrany kli¢ pfijemce podepisovat a zvolte miru
Vaseho ovéreni, Zze dany kli¢ patFi vlastniku — v tomto pFipadé bezpecnostnimu tymu

CSIRT SZ.
Enigmail - Sign Key =
- Keyto besigned: Government CERT C7E (Communication channel with NCSC C7E) <cent@nukib.cz> - (ndd054AC1A5731TAR
Fingerprirt: FolZ 0622 EETS 52C5 FEES ESFE 4405 4ACT AS73 ITAL
Keyforsigning: | Jméne Piijmeni < primarni_s-mail@demena.cz> - kkCBEEEOCHIBA2ZEE01

Mote: you have to s=t ewner trust to ultimate for your own keys to be shown here.

How carefully have you verfied that the key you are about to sign actually belongs to the personis) named above?

(1 | will not answer
i) | have not checked atall
()| did a quick check
E‘EI have checked vens carefully I

[ 1Local signature [cannot be exported)

QK Cancel
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Dale opét pravym tlacitkem mysi vyberte pfislusny kli¢ a zvolte moznost ,, Set Owner
Trust" (Nastavit divéryhodnost viastnika). Tato moznost je aktivni teprve aZ po podpisu
klice (viz predchozi krok).

Government CERT CZE (Communication channel with NCSC CZE)
Government CERT Incident CZE (Reporting channel for WCAC CFE)

Jméno Fiijmeni <primami_s-mail@domena.ce

Copy Public Keys to Clipboard
Export Keys to File
Send Public Keys by Email

Upload Public Keys to Keysener
Refresh Public Keys From Keysernver

Upload to your provider's Web Key Directory

Sign Key

™) Enigmail Key Management — O 4
. File Edit View Keyserver Generate
Search for | C Dizplay All Keys by Default
Name  Key D Key Vali.., OwnerTr., B

Set Owner Trust

Add to Per-Recipient Rule

Dizable Key
Drelete Key

View Photo D
Key Properties

Hodnotu u kli¢e pFijemce nastavite dle jeho ddivéryhodnosti. V pfipadé kli¢e bezpec¢nostniho
tymu CSIRT SZ napriklad nastavte ,Complete" (PIné divéruji), pokud protéjéi strané
divéfujete. V pripadé vlastniho kli¢e (odesilatele) nastavte na ,Ultimate" (Absolutné

P

ddvéfuji). Nyni jiz I1ze odesilat a pFijimat Sifrované zpravy.

Enigmail - 5et Cwner Trust

X

Key To Trust:

How rmuch da you trust the owner of the key to sign other keys properly?

(1 Unknown (Mot yet specified)

i3 Mot Trusted (Mot trusted to sign keys propery]
() Marginal (Somewhat trusted to sign keys properly)

Government CERT CZE (Communication channel with M...

E?Cnmplete (Fulby trusted to sian keys properly)

i) Ultimate (Qnly use for keys you own yourself)

o]

Cancel




Sifrovani e-mailové zpravy

ZpUsob Sifrovani e-mailu v aplikaci Mozilla Thunderbird je nasledujici: v hlavnim menu zvolte
moznost ,, Write" (Napsat) a po otevieni okna s novou zpravou vyplite standardni adaje (e-
mailovou adresu prijemce, predmét a télo zpravy). E-mail nasledné zasifrujete kliknutim na
ikonu ,,zamku" a pokud chcete zpravu podepsat, kliknéte na ikonku ,, tuZky".

Write Predmét Sifrovane zoravy - Thunderbird — O x
File Edit View |neert Format Options Enigmail Toole Help

A send | Ay Spelling v B save w [l attach | w

From:  Jméno Phjmeni <primami_s-mail@domena.cz> prmami o-mad@domena.cz ~
& Tee  cert@nukib.cz
W Tee

Subject:  Predmet Sfrované zprisy
Paragreph ~  Vanable Width ~ .I_ M AT | A A A | iz I E ¥E | =~ B~ @+~

Text $ifrované zordvy|

e

Pro obousmérnou sifrovanou komunikaci oznacte v radku ,Enigmail® a vyberte polozku
~Attach My Public Key" (Pfipojit mdj viastni vefejny kIi€).

Write Predmét Sifrovane zoravy - Thunderbird — O x
File Edit Wiew Inzert Fommat Options Enigmail Toels Help
Asend | Ay Spelling v il'f . ' Encrypt Message [auto) Cte+-Shift+E lﬂl Attach | w
I ~  Sign Mescage Ctri+5hift+5
Frome  Iméno P <pri = b
e e e C Protocal: EGP/MIME (auta)
— ¥ Ter  ced@nukib.cz Pretecol: Inline PGP
& Tz Protocak: 5/MIME
Undo Encrypbion
Subject:  Predmét Sfrované zpci lammtitach My Public Key ]
Attach Public Key ... _
Paragraph ~  Varable Width -7 E = | =~ B~ @+~
Key Management
Text Sifrované zpravy. Edit Per-Recipient Rules
Preferences L]
Help
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Nasledné budete vyzvani k zadani hesla a po jeho potvrzeni jiz dojde k odeslani
Sifrované zpravy.

7 pinentry-qt — *

Please enter the passphrase to unlods the OpenPGP secret key:
= "Iméno Prjmeni <primarni_e-mail@domena.cz>="
| 2048-bit RSA key, ID CBSGBOCS0BAZBE01,
| created 2019-07-31.

o

Passphrase: esssssesl ar |

Nastane-li situace, ze zadané e-mailové adrese pFijemce neodpovida zadny z uloZzenych
vefejnych kli¢d, je odesilatel pfed odeslanim zpravy vyzvan k vybéru odpovidajiciho
klice.

==V

Nyni by jiz nic nemélo branit v Sifrované komunikaci mezi Vami
a Vasimi partnery.
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